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NETIO Lua Programming

Don't know

Official Lua tutoriale?

If you are new to Lua and programn
proceed to NETIO Sockets, this online envir®

ager to learn, this is your starting point. Before you
o test your first scripts.

Official Lua manual®
Although you won't need everything mentioned here, it is worth to P
of effective Lua programming.

Lua in NETIO

If you already know Lua, just keep In mind that NETIO Lua loops are limited to 32k cycles and 3
integers, not decimals like in standard Lua.

Lua basics for other language programmers

A guick jump into NETIO Lua programming if you mastered another programming language. It's simple...

NETIO Lua Tips & Philosophy

Explanation of starting LUA scripts in NETIO devices and some tips how to hack NETIO to doing what you want

NETIO Specific Reference manual

If you can already code in Lua, NETIO-specific Lua functions is your main guide to programing NETIO Sockets.

Examples & Aplication notes

Aplication notes for devices supporting LUA programming. Example configurations downloads and Script
programming explanation with direct links to reference

NETIO
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https://github.com/netioproducts

) NETIO products - GitHub x  +

< c

& github.com/netioproducts ¥

O Why GitHub? Enterprise Explore Markey. = Pricing Sign in |*ign up|

NETIO products

® Prague, Czech Republic @ http://www.netio-products.com

[ Repositories 4 Packages People Projects

. Dismiss
Grow your team on GitHub
GitHub is home to over 40 million developers working together. Join them to grow your own
development teams, manage permissions, and collaborate on projects.

Type: All = Language: All =

i Top |
netio-data-collector op languages

Listen on HTTP port and tranforms incomming data to file @ Python @ PHP @ Lus G I t I I u b W I t h C O d e
@rython sk cpL3o ¥o k0 @0 110 Updated 19 days ago
’ examples for

This organization has no public members.

php-examples

snippets control of NETIO products with PHP language

You must be a member to see who's a part
@®@rp Yo 0o (@0 [0 Updated 25 days ago of this organization. p ro g ra I I I I I erS
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NETIO UDP discover: How to find a device on the LAN
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NETTIO UDP Discover

NETIO Discover uses UDP broadcast transmission.

s NETIO GitHub: Python Netio Discover Class&
Automatically detect all interfaces and sends UDP discover to search ne
e NETIO UDP Discover - Java based Multiplatform - JAR &

pn connected interfaces.

Let customer enter the
|IP address of the device
or find it on LAN from
your SW...

Send Discover message:

Destination: Broadcast (eg. 255.255.255.0)
Protecol: UDP

Destination Port: 62387

Data(HEX): 01ec00

Receive Discover response:

NETIO devices response with UDP broadcast message with destination port 62386. So listen on port 62386 and parse
are sent as datastream with flags inside. If you pass the end of known field types, ignore rest of data in datastream.

Listen protocol: UDP
Listen on port: 62356
Data(HEX):




NETIO Open API

=

URL API
HTTP(s)

MQTT-flex SNMP v1/v2 SNMPv3

Supported, but not recommended protocols:

Modbus/TCP Push XML Push JSON
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AV drivers from NETIO
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NETIO AV drivers recommendation: Free / Paid version

» Define IP address, port, username / password = Device discover (search for the devices)
by JSON

= Write 0/ 1 state of all outputs by JSON

= Support HTTPs (security)

» Read states of all outputs (if not in free version)

= Toggle state of all outputs by JSON . : :
Jyie stale of all OUIpUES By = Unlimited amount of devices supported in one

» Read current states of all outputs (feedback) system

(some of drivers only) = Reading power metering data (V, A, W, Wh,

= Max 10 devices in the system supported TPF per output)

fdri | : ..
(some of drivers only) = Generating Wh averages (kWh consumption in

last 1h / 4h / 24h for example)

NETIO 8



Choose the right Protocols for integration
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NETIO recommended protocols for integration

Inside building Cloud oriented integration

= On the same LAN = Active protocol needed to connect from

location behind NAT / Firewall.
= We recommend JSON over HTTP(s) | ! Irew
= We recommend MQTT(s)

= Long-term stable are http based protocols

= http can be upgraded to https when needed ) SSILYIRNTIES fEgies
= MQTT-flex recommended

= We prefer JSON than XML (flex = NETIO extension of MQTT protocol to

= Al NETIO products has JSON as default customize data structure / period, target
enabled protocol. server etc..

= There is one JSON structure for all NETIO

Periodical HTTP push is also cloud oriented

devices. protocol option.




(2)
JSON HTTP(s)
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NETIO protocols: JSON

1) JSON is the default enabled protocol in all NETIO devices.

2) /netio.json is the R/W file with JSON structure. Check AN21 + download JSON
documentation.

3) There is device MAC address as unigue identificator Agent / SerialNumber in the JSON
structure.

4) All standard NETIO products contains Agent / VendorID = 0, this can be modified up on
request.

5) Device identification: How many outputs is per device is defined in the tag Agent /
NumQutputs.
You can analyze it from the JSON structure but there can be 1 or 8 outputs.

6) NETIO DEFAULT:
HTTP port 80 like the device web.
Username/password for writing is “netio” / “netio”.

NETIO 12




MAC address is printed on each device

NETIO Powerpu 4 METIO

RoHS

Cc

(W =
8 "594185"580096

24A42C390492

PowerCable

Modbus
model: 101F
0 ~ 1684 UH
max. 3 oUUVV
| T |

————)




NETIO protocols: JSON

L . : : ) = O X
m Application Notes (AMxx) | Page . X | m MNETIO PowerDIN 4Pz | NETIO pre X | () powerdin-4pz.netio-products.cor X () view-source:powerdin-dpz.netio- X +
C A Notsecure | view-source;powerdin-4pz.netio-products.com:22888/netio.json Q P =
1] {
2 IIAgen u.'_ mn |I mn |I > ‘l.."..‘- '_
dpz", "i"24:7A4:2C:39:67:17","SerialNumber" :"24A42C396717" J'JSONVer":"2.3" ,"Time" :"2020-10-
@3T2372174/+¥01700 , Uptime .14/, version . Z2.5.4 , UemlD 4090, "VendorID":@,"|[Fellzacliiafadil "Ny
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mInputs”:2},

"GlobalMeasure":
{"Voltage":238,"TotalCurrent”:0,"TotalLoad":0,"TotalEnergy":25,"0OverallPowerFactor”:0.00, "Fre
quency":50.08,"Phase":0.008, "EnergyStart”:"1970-01-01T00:00:00+01:00"},

"Outputs™:[

{"ID":1,"Name":"Power output
1","State”:1,"Action":6,"Delay":20620, "Current”:0, "PowerFactor"”:1.00, "Phase":0.00, "Energy":24,
"ReverseEnergy":0,"Load":0},

{"ID":2,"Name":"Power output
2","State":1,"Action":6, "Delay":2020, "Current"”:0, "PowerFactor"”:1.00, "Phase":0.00, "Energy":0,"
ReverseEnergy":0,"Load":0},

{"ID":3,"Name":"Free Contact 3","State":1,"Action":6,"Delay":2020},

{"ID":4,"Name":"Free Contact 4","State":0,"Action":6,"Delay":2020}

]}

"Inputs”:[

{"ID":1,"Name":"Intput 1","State":1,"S@Counter”:55},

{"ID":2,"Name":"Intput 2","State":0,"S@Counter”:1}

1}




Download the JSON manuval in PDF

NETIO web >> Download >> JSON / HTTP(s) POST
Download NETIO Open API NETIO M2M API protocols docs

Protocol version: JSON Version 2.0

\ Short summary
SISISISIES JSON f HTTP(s) protocol is a file-based M2M AP protacol, where the NETIO device is a HTTP(s)
I server and the client downloads or uploads one text file document in the json format to control the
r'—___—-—'\ MNETIO power outputs (230% power sockets or IEC-320 power ouflets 110/230V).

netio.json

+ For NETIO 4All, the protocol also includes energy metering values.

HTT P( 5) server + The JSON protocol must be enabled first in the WEB configuration of the respective device.
For details, see the *“NETIO WEB configuration™ chapter.

netio :| San i T + This protocol is HTTP(s) based. If you want use different port than is used for device web

configuration, you can enable and use the M2M HTTP(s) port
+ Username and password to access the file is hidden in the HTML header.
There can be different usemame & password for the read and write access.

json answer i ini
F I I en EtlD.jSO n + With write (netio.json file upload by http post) the device send you back the current (updated)
¢ json answer content in the same structure as the netio json file.

LAN

Outputs control Supported devices
« MNETIO 4All

« MNETIO 4 (Energy metering not supported)
« METIO4C  (Energy metering not supported)

L

Mote: METIO 4x means all NETIO 4 devices (NETIO 4 / 4All /1 4C)

Supported devices and firmware
MNETIO 4x firmware — 3.0.1 and later

=
=l

NOTE: This document provides basic info about the M2M AP protocol.
Other device functions are described in the product manual.

i

HEBEHEE:

www._netio-products.com




Start in 10 minutes: AN20 & AN21

* Check the (Web >> Support >> Application Notes)
AN20 / AN21 on NETIO website.

= Here is shown how to control output from device’'s web
Interface & test the XML or JSON file.

NETIO AN21: JSON HTTP(s) protocol to control NETIO
110/230V power sockets (3x REST API)

* You can do this test even without the device on your
table — use the online demo of each device.

lllllllllll

NETIO AN20: XML HTTP(s) protocol to control NETIO power
sockets/outlets




Video how to test XML / JSON
from any NETIO device

P 9 WIS A @ & 7 dx CEs |



JSON over HTTP: Tips & tricks

1) Enable your customers to be able modify
* |P address:port
» Username (default “netio”)
» Password (default “netio”)

2) There can be different amount of outputs (different devices)
3) Not all outputs have to be metering energy (PowerDIN 4PZ for example)

4) Feel free to use “Toggle™ action, not only 0/1 state. Keep in your mind, with
using the action tag, the state tag will be ignored.

5) Restart time can be defined if you need.

NETIO 18




To be done (ideal model)

1)

2)
3)
4)

5)
6)

7)

Implement Device search on LAN is documented: https://wiki.netio-
products.com/index.php?title=NETIO UDP_Discover

Show the Device name (or MAC address) for device identification.
Predefine HTTP port = 80 + “netio” / “netio” as JSON default (let user possibility to change it).

Analyze amount of outputs, which are measured.
Do not expect it will be 4 outputs all the time.

Read State parameter, but write to Action to be able make short pulses / Toggle output.

Show the output numbers (ID) + names to make it easy for customers (enable users to edit
text name of the output).

Be prepared to HTTPs sooner or later



https://wiki.netio-products.com/index.php?title=NETIO_UDP_Discover

JSON Integration summary

R Your software -

LAN (UDP) Discover No
User definable IP:port Yes
Device identification MAC + Device name (editable)
Protocol: JSON over HTTP
Security options https (not supported today)
User definable Username / Psw Yes
Read status of all outputs (analyzed from JSON) Yes
Write status(action) to all outputs Actions supported

Energy metering Yes (all supported ports)




&)
MQTT-flex
3'd party Cloud applications
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NETIO protocols: MQTT-flex

1) MQTT-flex protocol is supported in all NETIO devices
(except Linux based PowerPDU 4C).

MQTT-flex

2) MQTT is ideal protocol for cloud oriented communication with NAT on the way.

3) MQTT-flex is standard MQTT protocol (ports 1883 or 8883) with easy to configure
detailed conditions.

4) Customer’'s MQTT-flex configuration can be uploaded to the device with the
configuration file.




How works the MQTT

TCP socket is opened all the time..

lapto
publish: “21°C" Ptop

10 minutes

1/ hour

temperature 1/day MQTT-Broker
sensor

Public IP address

subscribe to publish to ‘ _
topic: “temperature” topic: “temperature” mobile device




What is MQTT(-flex) by NETIO useful for?

1) Remote Power switching
Standard MQTT

I (G D] e

PowerCables MQTT 101x H u
SCHUKO

MQTT broker

R .

INTERNET

2) Remote Power metering

-

A~

~

o rowes
METERING

From any application running

flex = Configurable MQTT communication in the cloud or portal.

(period, format, structure)




Check the details in AN40O

Connection
I || e Viessages format

’ Topic Qos : : i
HiveMQ | olelns netio/NETIO-AN40/output/1/action 0 p er I O d IS by
MQTT broker Message the MQTT'fI eX
MQITT subscriber definition text file.
MQTT publisher
INTERNET l
~, Messages
Android = MQTT Dash — PowerCable MQTT 101x
iOS = MQTTool ((( I 0
- Control Output I 0
- Metering values v
(A, TPF, W, Wh, V, ..) ‘ MQTT flex config file I .
|
NETIO AN40: Getting started with PowerCable MQTT-flex I 1

via HiveMQ MQTT broker to mobile App.

MQTT-flex details on wiki.netio-products.com HiveMQ broker is used again for testing the
communication.

NETIO 25




NETIO clouds strategy . OPEN AP
| ' !+ MQTT-flex
@ S -*« HTTP based protocols

* 1 device = 1 connection

* 9 devices = 9 connections

s [N 7T T~
P Y A N .
@ ! NS H\ eI -~
| N{eeoo~h 1 ) T ‘
\ Ue . NETIO H
~ @ @ e » )
ﬁ 7 Hm -7 CLOUD

e
7
”
1 So ~
PING [ -
WATCHDOG ' -

1
o !
pen API |

| \ (per device)
. - 5

E%H




Device web interface

C=Trat "] PowerCable MQTT 1970-01-01  13:22:53  admin ¥ Sign out

m PowerCable MQTT 101x |[NETIO X (1) pc-mgtt-onlinedemo

NETIO-AN40
C A Notsecure | pc-mgttnetio-products.com:22888/#/outputs/list O r == Time Type Message
1970-01-01 13:04:29 MQTT Subscribed 9894
) . % c
PowerCable MQTT toscng...  Lodng...  demo ¥ Sion out Giants 1970-01-01 13:04:27  MQTT Published netio/${DEVICE_NAME}/output/1/state
pc-mgtt-onlinedemo 1970-01-01 13:04:27 MQTT Client connected
o 1970-01-01 13:01:50 WebApi User logged in: admin
Power output 1 . . A M2M API
i 1Y PR L c 1970-01-01 13:00:05  System Wi-Fi interface got IP from DHCP server
Outputs @ LR B Eneray: 1 kwh Protocols 1970-01-01 13:00:04  System Wi-Fi interface connected
o Voltage: 235V Frequency: 50.1 Hz 1970-01-01 12:00:01 System Wi-Fi interface init
o M2M API Eneray measured since 2019-06-26 13:36:11
Protocols
8 Users

& users Q Settings
l:l Settings @ Log

B Lo

Product manual NETIO products a.s. 2.2.0 - 1.23(1.23) - 108 (45fc06d)

Product manual

Click to control the

power output. Logfile is showing status of communication.




MQTT-flex (configuration)
- Cloud oriented protocol e — S

&« C A Notsecure | pc-mqtt.netio-products.com/#/interfaces/108 o W O =
pc-mq P a

- Standard TCP/IP port 1883 / 8883 (ssl) | PowerCable MQTT moooas sewrn e [E¢ Sonout

pc-mgtt-onlinedemo .

- MQTT broker is standard service ——

Outputs Netio Push

& M2M API
Protocols

- Al NETIO devices (except PowerPDU 4C)

8 Users

- g "user
m Settings 18 "password” : "UReDTITUIL",
“clientid”:"%-ENTO+AM.TO"

- Editable topics structure (MAC /IP/ ...) B too

"topic”:"netio/${DEVICE_MNAME}/output/1/action”,

- Editable payload structure

action":"${payload}”

}

- Configurable data publishing conditions g

- Standard MQTT data from broker’s perspective

Product manual NETIO products a.s. 2.1.0 - 1.23(1.23) - 106 (2593fed)

- PowerCable MQTT 101x
- MQTT-flex config file (text file)




MQTT-flex (cloud) communication

MQTT broker

PowerCable MQTT

INTERNET

AmA / AW / AkWh

O S —

Each 15 minutes

Each 10 seconds

"config": {
"broker": {
<broker definitions>

I

"subscribe": [

{
<subscribe topic 1 definitions>

}

1,
"publish": [

{

by
{

<publish topic 2 definitions: events periodic>

}




MQTT-flex: Next step

What will | show you
b - How to connect PowerCable MQTT ::m s i
neTniol™ Rewd | View mmie | Vo ity a to public broker s ™

MQTT-flex

- public broker is hosted by HiveMQ D F_
- How to control PowerCable MQTT
from android app MQTT Dash ‘

requirements:

) HIVEMQ Wb ot ety & 260 TTOM
MQTT flex details on wiki.netio-products.com o B '\
riotiwe
0ito8\T\ugiuo\Sbs1d00\oitsn
nnnnnnn v sictens ¥

s B S
= http://www.hivemq.com/demos/websocket-client/ ajojljujejrjrjejwie
Hive MG e —— tfalifalefr]ole]s

MQTT broker

MQTT subscriber
MOTT publisher

INTERMET ﬁ

-

i —"g
Andreid = MQTT Dash PowerCable MQTT 101x
05 = MQTTosl (((

- Central Cutput

- ol Oupur AN40 video with step by step guide from the device to the

mobile app.

NETIO AN40: Getting started with PowerCable MQTT-flex

via HiveMQ MQTT broker te mobile App.

AN40 PowerCable MQTT — getting started — HiveMQ

NETIO
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(4)
NETIO Cloud

Integration of all devices in one user account

NEeTIO

Networked power
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NETIO CLOUD

1 web screen to control 100 sockets




NETIO CLOUD service

NETIO Cloud is 1 screen to control 100 outputs from anywhere.

= Secured and encrypted communication: Devices >> Cloud >> User. A

CLOUD

= Supported by all NETIO devices.

~—@ )«
= Can be user in parallel to local software (backup channel). !

= Open API for NETIO Cloud service is available. \\
MQTTs /HTTPS
= Data effective (in case of LTE connectivity)

= NETIO Cloud is free for first 3 years > = @
= NETIO Cloud is very cheap service. (5€ / device / year) o @ ¢D
= Can be used, don’t have to be used.. eo m cD «'-D

NETIO Cloud is just an option..




- - o

NETIO clouds strategy . OPENAPI

\ cloud /+ MQTT-flex

» HTTP based protocols

* 10 devices = 10 connections

NETIO CLOUD
o » 3 years ,free of charge®
s P - - - Later: 5-15€ / device / year
f, e « Remote On/Off only

@ <> | N OO0 =~ « WEB + Mobile access

\
AN
ﬁ — h‘m - * Node-RED installation

Open API -

(per deVICe) " Your own \\\ CLOUD connection
N\ cloud ,* 10 devices = 1 connection
LY 1N /7
= > <1 1S | system o
- ] [ [ el T [Pt « Open API to the cloud
RES':'S:'I[“I'P(S) l:;-lfé\(:; Modbus/TCP L TTTmeeT

NETIO B 34
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Open API of NETIO Cloud service

NETIO Cloud is 1 screen to control 100 outputs from anywhere.

Not only from the screen, you can control them also from the Cloud Open API.

[ Wetio Cloud
< C & cloud.netio-products.com/group/powerdin-dpz/
Groups Group powerdin-4pz

- O

or i
-_T,—: Output Details >
SERIAL NUMBER OUTPUT ID
242420396717 1
LAST ACTIVITY LAST COMMAND
10/3/2020, 2:38 PM 9/25/2020, 1:30 PM
@ WMQTT Topics

® TURN QOUTPUT ON - PUBLISH

PowerDIN4PZ24a42¢396717/output

-
Topic 8 /1/action

Payload | (string)

o TURN OUTPUT OFF - PUBLISH

PowerDINAPZ24a42c396717 foutpu

=
Topic = t/1/action

Payload 0e (string)

O RESET OUTPUT - PUBLISH

PowerDINAPZ24a342c396717 /outpu

=
Topic u t/1/action

Payload 02 (string)

@ SET RESET DELAY - PUBLISH

PowerDIN4PZ24a42¢c396717 /outpu

=
Topic u t/1/set/shortonoffdelay

Payload 0 1009 in milliseconds (string)

Open API of NETIO Cloud

@D CHEIEIE

=

IIII I]ED

- -

INTERNET

—__000]

) l MQTTs |

_-_i

1x IP connection with
NETIO Cloud




THANK YOU
FOR YOUR ATTENTION
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